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ABSTRACT  

This study introduces seQuRe, a novel approach that employs a dual-layer QR code system combined with 

invisible watermarking to enhance security measures in data transmission. The outer layer of the QR code 

facilitates general data accessibility while the inner layer, encrypted and embedded within the outer, 

secures sensitive information accessible only through specialized scanning. Utilizing advanced encryption 

standards (AES), this system ensures data integrity and confidentiality. The invisible watermarking further 

augments security by embedding additional data that verifies authenticity. Through systematic 

experimentation using Python and various libraries on Google Colaboratory, this experiment demonstrates 

the efficacy of seQuRe in resisting common cyber-attacks while maintaining data fidelity. We measured the 

peak-signal-to noise-ratio (PSNR) and the normalized cross-correlation (NCC) values of the QR images 

into which we had embedded watermarks, obtaining a PSNR value of 57.53 and an NCC value of 0.999. 

Subsequently, we also conducted simulation of attacks on the watermarked QR code with salt and pepper 

noise, speckle noise, and Gaussian noise attacks. From these attacks, we obtained PSNR values of 54.24 

and NCC values of 0.6699 for the salt and pepper noise attack, 50.837 and 0.7319 for the speckle noise 

attack, and 33.17 and 0.0941 for the gaussian noise attack. The result underscores its potential application 

across industries requiring secure data handling and transmission. The implementation of such technology 

promises significant improvements in digital security, aiming to keep pace with the evolving landscape of 

cyber threats. 
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1. Introduction  

The implementation of QR codes has demonstrated significant benefits across various 

sectors, including healthcare, finance, and retail. Several studies highlight the success of utilizing 

QR codes in enhancing operations, such as inventory management in cafes (Fauziah et al., 2023), 

and improving payment systems in banking (Farrell et al., 2022), as well as facilitating secure 

data transmission in healthcare settings (Abdul-Jabbar & Farhan, 2023). Additionally, the use of 

QR codes has been expanded to include digital forensic applications for document verification 

and fraud detection (M. J. Tsai et al., 2023). Research on user acceptance in Sri Lanka has 

emphasized the importance of factors such as ease of use, perceived utility, and social influence 

in promoting QR code-based payment systems (Hewawasam et al., 2023). Overall, a 

comprehensive review of QR code implementation demonstrates its versatility and effectiveness 

in streamlining processes, enhancing security, and driving digital innovation across various 

industries, for labeling, information storage, and implementing interactive marketing strategies 

(Yao et al., 2022). 

The Quick Response Code (QR Code) was introduced by Denso Wave in 1994 (Wave, 

2024). This code can store various types of information such as text, URLs, contact details, and 

many more (Purdadi et al., 2023). These codes have been widely used in commercial tracking 

systems, marketing campaigns, and even contact tracing during the past COVID-19 pandemic 

(Wahsheh & S., 2022). QR codes are renowned for their high readability, large storage capacity, 
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and ease of scanning using smartphones with built-in scanning applications (Wahsheh & S., 

2022), (Shokeen et al., 2022). Generally, the design of the QR code introduced by Denso is 

depicted in Figure 1 below. 

 

Fig. 1.  Figure 1. QR code (Wave, 2024) 
 

QR codes are characterized by three detection patterns located at three corners. These 

patterns are used by scanning devices to determine the orientation and position of the QR code. 

The detection patterns, which are large squares at the corners of the QR code, consist of a large 

outer square followed by a white square inside, and a smaller square at the center. These three 

squares help the scanning device to identify and adjust the position of the QR code. Details of the 

detection pattern sizes can be seen in Figure 2 below. 

 

 

 
Fig. 2.  Detection pattern on the QR code (Wave, 2024) 

 

Horizontally, the detection pattern is created with an arrangement of blocks in a size ratio 

of 1:1:3:1:1. This sequence is used by scanners to recognize the pattern and confirm that it is part 

of QR code, regardless of the QR code’s orientation position (Gu et al., 2011). Deviations from 

the standard size ratio of the detection pattern can lead to issues such as difficulty in recognizing 

the QR code, reading errors, decreased accuracy, inability to scan from various angles, and 

compatibility issues, given that QR codes are an international standard. Creating QR codes 

involves various rules and considerations. QR codes are two-dimensional matrix images used to 

store and quickly decrypt information, particularly with handheld devices such as smartphones 

(Shokeen et al., 2022). These codes can be encrypted with user data, as seen in the application of 

QR code on Trusmi batik patterns for online trading, requiring legal protection through policy 

regulations (Priowirjanto et al., 2022). QR codes also feature an error correction mechanism that 

allows for data recovery among damaged modules. There are four error correction levels in QR 

codes, L for low, M for medium, Q for quartile, and H for high, with error tolerances of 7%, 15%, 

25%, and 30% respectively (Chow et al., 2020). 
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2. Literature Review 

Various techniques have been proposed to enhance the identification rate of QR codes by 

addressing disturbances such as uneven backgrounds, image distortion, and noise (Latha & Rao, 

2023), (Dr Girisha H et al., 2022). Additionally, innovative approaches such as integrating 

duplicate detection patterns into QR codes have been developed to address the growing issues of 

counterfeiting in product security (Picard et al., 2021), and algorithms like DWT-QR, which 

utilize wavelet transformations, have proven to enhance the visual quality and resilience of QR 

codes against attacks (M.-J. Tsai & Hsieh, 2019). Currently, QR codes are primarily used as tools 

for conveying messages or information, incorporating identifiers as demonstrated in the following 

example figures. 

 

 

Fig. 1. QR code 1 sample 

 

Fig. 2. QR code 2 sample 

 

Fig. 3. QR code 3 sample 

 

Fig. 4. QR code 4 sample 

The four example images mentioned above can be freely accessed on the internet. Figure 3 

is an example of a QR code usage where the owner’s signature is embedded in the center. Figure 

4 illustrates a QR code used to store the address of a website, while Figure 4 is an example of a 

QR code storing general information from the owner in the center. Figure 6 depicts a QR code as 

a verification tool, displaying verifier information in the middle of the QR code. The examples in 

Figures 3, 4, and 5 represent common uses of QR codes, while the example in Figure 6 illustrates 

a specialized use of QR codes. This specialization involves embedding critical information that 

can only be scanned by specific scanners. However, all this critical information is encapsulated 

within an outer QR code that, in practice, should only be used to insert public information. 

Despite this, concerns about QR code security are increasingly prominent, leading to the 

exploration of various encryption methods, such as cryptography, to enhance their protection 

(Wahsheh & S., 2022). An innovative scheme has been proposed, consisting of a three-tier QR 

code system based on super-pixel segmentation, to enhance security and resistance to disturbance 

(Wu et al., 2022). QR codes have diverse applications across multiple industries. This two-

dimensional code is widely used in commercial activities, high technology, storage, 

transportation, wholesale, and retail industries for cost-effective and rapid labeling of goods (Yao 
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et al., 2022). In the audiovisual sectors, QR codes can be integrated with television programs to 

enhance interactivity, engagement, and viewer participation, serving as a bridge between 

traditional television audiences and digital media platforms (Gallardo-Camacho & Melendo-

Rodríguez-Carmona, 2023). QR codes are also used for data protection and concealing sensitive 

information, with proposed encryption systems aimed at enhancing security and privacy in 

information transmission (Al Dallal & Al Mukhtar, 2023).  

Implementing two-factor authentication algorithms and encryption techniques can enhance 

data security and protect against the theft of important information. In wireless communication, 

QR codes are also used for efficient data transfer devices, accompanied by robust security 

measures (Basherlou et al., 2023). To address security challenges posed by quantum technology, 

Quantum safe QR code with lattice-based cryptography have been proposed to ensure anti-

counterfeiting and anti-tampering features, securing data integrity and authenticity in the post-

quantum era (Lou et al., 2023). Therefore, the combination of secure application architecture, 

encryption methods, and post-quantum cryptography can significantly enhance QR code security 

and protect users from potential cyber threats. At the advance level, we have implemented this 

concept in seQuRe, which uses two layers of QR codes, namely outerQR code and innerQR code. 

The outerQR code is designed like a standard QR code and only stores public information 

accessible to anyone who scans it. Figure 7 below illustrates the outerQR that we have generated. 

 

Fig. 7. Outer QR code 

 

Figure 7 is the first layer or outer layer of the seQuRe QR code. This QR code contains 

general information that is accessible to everyone and features a white box in its center designed 

to incorporate a second, inner-layer QR code. This innerQR code is smaller in size and encrypted 

using an advanced encryption standard (AES) method to store critical data and information. The 

InnerQR code is depicted in Figure 8 below. 

 

 

Fig. 8. Inner QR code 

Figure 8 is the inner QR code containing encrypted information or data. This is a smaller 

QR than the outer QR code to be inserted into the center of the outer QR code as shown in Figure 

9, and this is seQuRe looks like. 
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Fig. 9.  seQuRe 

 

A QR code image is inserted into a white box in the center of an outerQR code. With these 

two layers, seQuRe offers two levels of security. The first level is general information that can be 

accessed by anyone with QR scanner, and the second level consists of sensitive data or 

information protected by encryption and accessible only with a special scanner equipped with the 

appropriate decryption key. Encryption techniques play a crucial role in securing QR codes by 

ensuring the confidentiality, privacy, and integrity of the information being transmitted. For 

example, the use of visual cryptography schemes and the AES algorithm can be employed to 

encrypt QR codes (Goon et al., 2023), as well as the utilization of encryption methods such as 

symmetric one-time pad (OTP) (Malallah et al., 2023).  These encryption techniques not only 

protect the content of the QR code but also preserve the physical appearance and heterogeneity 

of the code during the encryption and decryption process. This ensures the integrity and security 

of the data (Iliyasu & Iliyasu, 2022), (Zhang et al., 2022). Advanced Encryption Standard (AES) 

is widely used symmetric block cipher algorithm that ensures a high level of data security (Wade, 

2023). AES operates by converting the input image into a binary format, generating a random 

128-bit key, and creating subkeys for each encryption round. The binary images is then divided 

into 128-bit blocks, and the encryption algorithm is applied using the subkeys, ensuring secure 

encryption and protection against unauthorized access (S et al., 2023). 

AES is a versatile encryption technique suitable for a wide range of applications, including 

online banking and internet of things (IoT) devices (Mrs. M. Saritha et al., 2023), (Gavaskar et 

al., 2022). The key-dependent and dynamic nature of the algorithm’s step enhances security, 

ensuring that only authorized parties with the decryption key can access the encrypted data. With 

key processes such as SubByte, ShiftRows, MixColumns, and AddRoundKey, AES ensures a 

high level of security and effectiveness in both encryption and decryption procedures 

(Taufiqqurrachman & Elsandi, 2022). AES provides a dynamic and secure encryption process, 

making it difficult for hackers to decrypt data without the correct key. This ensures that important 

data and sensitive information are protected from unauthorized access (Shete & Kohle, 2022). By 

utilizing AES, data encryption and decryption during file transfer process are safeguarded, 

preventing hackers from intercepting and exploiting files during transmission (Rani et al., 2023). 

The Elliptic Curve Diffie-Hellman (ECDH) encryption algorithm is a secure method for key 

exchange in wireless sensor networks (Abood et al., 2022). This technique involves the use of 

elliptic curve cryptography (ECC) to ap message characters to points on the curve, enhancing 

efficiency by eliminating the complexity of encoding. The security strength of the algorithm is 

directly proportional to the key length, making brute-force attacks nearly impractical (Kodali & 

Sarma, 2014). Combining ECDH with rivest-shamir-adleman (RSA) enhance security, enabling 

secure and efficient data transmission (Abood et al., 2022). The use of ECC algorithms ensures 

the creation of strong secret keys that are resistant to man-in-the-middle attacks in cryptographic 

applications, such as smartcards and wireless networks (Banerjee & Patil, 2018). The ECDH 

protocol ensures secure key exchange in communications by leveraging the efficiency and 

security of ECC. ECDH is more efficient that traditional techniques such as RSA, offering smaller 

key sizes and simpler computational requirements (Abusukhon et al., 2019). Various 

developments have been implemented to address security challenges in communication, such as 
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the unbalanced ECDH (UECDH) scheme. This scheme is designed to prevent man-in-the-middle 

attacks and duplication, ECDH is also used in securing secret key exchanges on wireless sensor 

devices, proving to be different, optimal in resource usage, and capable of enhancing performance 

by reducing the complexity of scalar multiplication (Teguig et al., 2017). 

Watermarking using the Least Significant Bit (LSB) technique is a method of hiding secret 

messages within digital data to protect information and ensure its authenticity (Widiyono et al., 

2022), (Faheem et al., 2023). This technique involves replacing the least significant bits of pixel 

values in an image with secret data, allowing for invisible changes to the visual appearance of the 

image while enabling the extraction of the hidden message when needed. The LSB technique is 

widely used because it is simple, offers high payload capacity, and maintains the integrity of the 

original image. With LSB, we can embed secret information or data in images without altering 

the overall image quality. The LSB method has proven effective in various applications, such as 

securing audio files in digital images, and provides resistance to image processing and geometric 

attacks, making it crucial in digital data protection and authentication techniques (Sakshi et al., 

2022). Another development in LSB techniques is quantum image watermarking (Khairunnisa et 

al., 2022). This method is used to embed watermark images for color images and is implemented 

to ensure copyright protection by generating an invisible watermark that is resistant to noise 

attack. The LSB technique allows for direct pixel manipulation and the embedding of hidden data 

without significantly altering the appearance if the main image (Miftahul Amri et al., 2023). 

Although effective at hiding watermarks, LSB is considered fragile against attacks compared to 

techniques like the Discrete Wavelet Transform (DWT) (Makhrib & Abdulamir, 2022). However, 

LSB is also known for its watermark being difficult to detect, and the embedded information not 

being easily extracted (Gupta et al., 2022). The advantage of the LSB technique lies in its high 

payload capacity and direct pixel manipulation capabilities. Additionally, LSB is suitable for 

hiding various types of data, such as text or grayscale images, in digital images and videos 

(Mouhsen & Hussain, 2022). LSB maintains the position of the watermark during geometric 

attacks by identifying embedding locations based on the image gradient (Faheem et al., 2023). 

LSB has proven to be an effective method for securely embedding watermarks in digital media 

while preserving the quality and integrity of the image. 

 

3. Research Methods 

At seQuRe we create two types of QR codes that we refer to as the outerQR code and the 

innerQR code. Both QR codes are designed to work together within a system that aims to 

segregate information into general and specific categories. The outerQR code is placed on the 

exterior with an empty box in the middle, which is filled with the innerQR code. This outerQR 

code contains general information that is accessible to everyone and can be scanned by various 

types of QR code scanners. Examples of general information that can be included in the outerQR 

code are not limited to product identity, contact information, or links to official websites. Its 

function is to provide quick and easy access for users to non-sensitive and general information. 

This allows users to easily verify the authenticity of a product or obtain basic information.  

On the other hand, the innerQR is placed within the empty box at the center of the outerQR. 

This QR contains specific and sensitive information that can only be accessed by certain parties 

with specialized scanners. This arrangement enhances data security. The composite QR code, 

resulting from the combination of the outerQR and innerQR, which we call seQuRe, appears as a 

single unified code but actually consists of two distinct layers of information. To conceal data 

within the innerQR we combine AES encryption techniques and ECDH to enhance the security 

of the encrypted data. The use of AES, known for its speed and efficiency in symmetric 

encryption, provides a strong layer protection for the data. Meanwhile, ECDH offers a secure key 

exchange method through public key cryptography, allowing two parties to securely generate an 

encryption key that is accessible only to them. This combination ensures that the data is not only 

encrypted securely but also that the key exchange process is conducted with maximum security, 

reducing the risk of interception by unwanted third parties (Barker et al., 2007). 

The implementation of AES and ECDH provides advantages in terms of scalability and 

flexibility of the security system. By leveraging the strengths of each algorithm, the system can 

be tailored to meet various security and performance needs. Recommendation for the key 
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exchange scheme should consider factors of security and efficiency, where the combination of 

ECDH and AES offers an optimal balance between these factors (Barker et al., 2013). The seQuRe 

application enables differentiation between publicly accessible information and information that 

can only be accessed by specific parties, thereby enhancing overall security. It also provides 

flexibility in the way information is presented and accessed, allowing various organizations to 

convey information efficiently without compromising security. The practical applications of this 

method are extensive. For instance, in the pharmaceutical industry, the outerQR can be used to 

provide basic information about drug, such as its composition and usage instruction, while the 

innerQR can store confidential data like the production batch number and manufacturing details, 

accessible only to authorized personnel. In the logistic sector, the outerQR can display general 

tracking information accessible to customers, while the innerQR holds detailed shipping details 

and specific instructions relevant to logistic staff. This innovative approach enhances both 

security and efficiency of information verification. 

 

 

 

Fig. 10. seQuRe and watermark embedding 

 

Figure 10 above outlines the systematic steps in generating seQuRe, a dual digital QR code 

with encryption and the insertion of an invisible watermark. To maintain the authenticity of the 

QR code, we embed an invisible watermark using LSB technique. We first convert the watermark 

into black and white to facilitate the integration process. This conversion not only makes it 

compatible with the seQuRe format, which generally operates in binary, but also optimizes the 

contrast and clarity of the data when scanned. After the watermark image is converted to black 

and white, we insert it into innerQR. This insertion involves encoding the image data into the 

patterns of seQuRe so as not to disrupt the visual and data within seQuRe, and it can be extracted 

again. 

Once the watermark is successfully embedded, seQuRe is ready to be scanned. The 

extraction of the watermark provides additional proof of the authenticity of integrity of the 

encoded data or information, as the watermark must match specific criteria agreed upon by the 

sender and receiver of the information. The encryption performed provides an additional layer of 

security, ensuring that the data is not easily read or altered without proper authorization. This 

technique is extremely useful in securing documents or digital data across various applications. 

Hsu & Wu (1999) proposes a method to embed digital watermarks in images, effectively 
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preventing unauthorized copying and attesting the origin of the images, even after processing, 

cropping, and JPEG lossy compression. Pan et.al (Pan et al., 2021) employ improved DWT-SVD 

and SMS algorithms to improve digital watermarking on QR codes, resulting in higher peak 

signal-to-noise ratio (PSNR) and practicable protection of information. A survey on various 

aspects of watermarking has been conducted by (Kumar et al., 2020). This survey highlights its 

importance for copyright protection, content authentication, and identity theft prevention in 

various multimedia and database applications. 

 

4. Results and Discussions  

All experiments were conducted on the Google Colaboratory platform using the Python 

programming language and a standard runtime. We utilized several libraries related to encryption, 

QR code generation, and image processing. These libraries are json, pycryptodome, qrcode, 

pyqrcode, PIL, base64, and numpy. 

We use the ‘json’ library to generate data in JavaScript Object Notation (JSON) format. 

The ‘json’ module supports parsing from strings or files and converting them into Python data 

structures like dictionaries, and vice versa (Json — JSON Encoder and Decoder — Python 3.12.4 

Documentation, 2024). The ‘Crypto.PublicKey.ECC’ library, part of PyCryptodome package, 

provides tools for encryption, decryption, and key management using ECC. ECC is used as a 

secure and efficient encryption method, especially in applications with limited resources. 

Similarly, ‘Crypto.Cipher.AES’ is also part of PyCryptodome and is used for encryption and 

decryption operations using AES. The ‘Crypto.Hash.SHA256’ library, another component of 

PyCryptodome, is used to generate hash values using the SHA-256 algorithm, which is commonly 

used to verify data integrity. The function ‘get_random_bytes’ from PyCryptodome is used to 

generate cryptographically secure random bytes and is utilized for generating secure keys 

(Pycryptodome · PyPI, 2024). The base64 module provides functions for encoding and decoding 

data in Base64 format. This method is commonly used to encode binary data for transfer or storage 

in plain text (Base64 — Base16, Base32, Base64, Base85 Data Encodings — Python 3.12.4 

Documentation, 2024). The ‘qrcode’ library is employed to create QR codes that can store data 

or information in a format easily scannable (Qrcode · PyPI, 2023). A fork of the Python image 

library (PIL) is used to open, manipulate, and save various image formats (Pillow (PIL Fork) 

10.4.0 Documentation, 2023), while ‘numpy’ is utilized for its support of large-sized arrays 

(Numpy · PyPI, 2023) (Harris et al., 2020). The ‘google.colab.files’ library serves as a means to 

upload files during the experimental process (Google.com, 2022). The file we upload are 

watermark images, examples of which can be seen in Figure 11. 

 

 
Fig. 11. Watermark image 

 

The successfully uploaded watermark image then converted into black and white. We 

developed a function that can transform color images into black-and-white images, but first, we 

convert them to grayscale. Once the images are in grayscale, we convert them into black and 

white. Subsequently, we save these as new files that we embed as watermarks. The outer QR code 

is created using the ‘qrcode’ library with slight modifications to generate the appropriate QR code. 

We employ a high correction level to prevent damage to the QR code that is successfully 

generated. At this step, we also encode data to be included in the QR code. The data we use as a 

sample is formatted in json, and can be seen in Figure 12 below. 



Assiroj et al …                                     Vol 7(2) 2026: 927-942 

935 

 

 

 
Fig. 12.  Public data sample 

 

The sample information as shown above, is general, accessible to everyone, and includes 

details such as origin, name of the institution, faculty, program, website, and contact information. 

This information is typically intended for public dissemination and does not contain elements that 

could directly compromise the privacy or security of the associated institution or individuals. 

Once the data is successfully encoded into a QR code, we save this QR code as outer QR code. 

Figure 13 below shows the successfully generated outer QR code. 

 

 

Fig. 13.  Generated outer QR 

 

In the subsequent process, we utilize ECC and AES to generate key pairs and to encrypt 

and decrypt data. We use ECC to generate the keys, specifically employing the ‘P-256’ curve, 

which is one of the various curves used in ECC. From this private key, a public key is generated, 

which can then be used for cryptographic purposes such as encryption. AES is a symmetric 

encryption standard, meaning the same key is used for both encrypting and decrypting data. Data 

is encrypted using the EAX mode of AES, an operational mode that also ensures data integrity. 

The encryption result is then combined with a ‘nonce’, a value used only once to ensure high 

security. Finally, all data is encoded into the base64 format. The functions used can be seen in the 

Figure 14. 
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Fig. 14.  Encryption and decryption 
 

The decrypt function shown in Figure 15 performs the reverse process. Encrypted data 

received in base64 format is decoded. The nonce used during the encryption process is separated 

from the encrypted text, and both are utilized to decrypt the text to restore it to its original format. 

The random symmetric key generated by AES in a 16-byte binary form used in both the 

encryption and decryption functions must be securely stored and shared only among authorized 

parties who have access to the encrypted data. The data we use as an example is student data from 

the Cyber Defense Engineering program. This data can be modified by using other more 

confidential or sensitive data. After successfully encrypting the data, we create a smaller QR code 

to accommodate the encrypted data or information. We also use a high level of error correction 

to prevent damage to the successfully generated smaller QR code. We refer to this smaller QR 

code as innerQR code, and its visual is shown in Figure 15. 

 

 

Fig. 15.  Inner QR code 

 

Up to this point, we have created two QR codes, outerQR and innerQR code, each 

containing data or information. The watermark image embedded is a black and white type. This 

choice facilitates the embedding process, as only black and white values need to be processed in 

the watermark. For the embedding process, the size of the watermark image is adjusted to match 

the size of the innerQR. Both the innerQR image and the appropriately sized watermark are then 

converted into arrays using the ‘numpy’ library. This conversion is conducted to facilitate pixel 

manipulation via direct array operations. Subsequently, embedding using the LSB technique is 

performed on the innerQR code to include an invisible watermark without disturbing the visual 

appearance of the QR code. The result is a QR code that looks exactly like the innerQR shown in 

Figure 16. Both QR codes are then combined to create ‘seQuRe’, a composite QR code from the 

outerQR and innerQR with an invisible watermark, which can be used externally to ensure the 
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authenticity of a product. The presence of the invisible watermark serves as an anti-counterfeiting 

feature. Figure 16 illustrates the visual form of seQuRe. 

 

Fig. 16.  Generated seQuRe 

 

We evaluate the watermark using the peak-signal-to-noise ratio (PSNR) to measure the 

quality of the images. A high PSNR value suggests good image quality with minimal noise 

(Kumar et al., 2020). We establish that the maximum pixel value for each image is 255. NCC 

measures the similarity between a template and a portion of an image by comparing their pixel 

values. NCC values are crucial for finding image correspondence accuracy (Xuan et al., 2022). 

Recent advancements have enhanced the robustness of NCC through processing images with 

‘siamese’ convolutional networks, which optimize the contrast between NCC values of true and 

false matches, leading to a significant reduction in false matches (Rajeswari et al., 2013). This 

improvement is particularly valuable for applications like connectomics, where billions of 

template matches may be needed to assemble 2D images into a 3D image stack. The enhanced 

accuracy achieved by leveraging NCC values is beneficial not only for connectomics but also for 

various other computer vision applications relying on template matching. A high NCC value 

approaching 1 indicates a high similarity between the original watermark and the extracted one. 

This implies that the watermark can withstand certain types of distortions. This work obtains the 

PSNR and NCC as depicted in Figure 17 below. 

 

 
Fig. 17. PSNR and NCC value of invisible watermark 

 

The obtained PSNR values indicate a relatively high level, meaning that the difference 

between the original image and the watermarked image is very small. A higher PSNR signifies 

that the watermarked image closely resembles the original in terms of visual quality. PSNR values 

above 40 are considered excellent in the context of watermarking because the changes included 

by the embedding of the watermark are nearly imperceptible to the human eye. Meanwhile, the 

NCC value, which measures the similarity between two images or signals, ranges from -1 to 1, 

where a value of 1 indicates perfect similarity, 0 indicates no correlation, and -1 indicates a perfect 

negative correlation. An NCC value of 0.99, being very close to 1, suggests that the original and 

watermarked images are nearly identical in content and structure. This indicates that the 

watermark embedding process was successfully conducted without disrupting the original image.  

Our evaluation involves subjecting images embedded with watermarks to attacks such as salt and 

pepper noise, speckle noise, and Gaussian noise attack. These attacks simulate real-world 

conditions to evaluate the watermark’s robustness and resilience. All these attacks are measured 



Assiroj et al …                                     Vol 7(2) 2026: 927-942 

938 

 

using the normalized cross-correlation (NCC) value (Abdulwahed & Ahmed, 2020). We 

effectively measure the similarity between two images by quantifying the correlation between 

their pixel intensities while taking into account their mean and standard deviation. Salt and pepper 

noise refers to a type of noise that is added to an image during the watermark process. This noise 

is characterized by randomly occurring white and black pixels, resembling grains of salt and 

pepper scattered throughout the image. The PSNR and NCC values for each attack can be seen in 

Table 1. 

Table 1 – PSNR and NCC values for each attack 

Attacks PSNR value NCC value 

Salt and Pepper Noise 54.24 0.6699 

Speckle Noise 50.837 0.7319 

Gaussian Noise 33.17 0.0941 

 

Salt and pepper noise attack can be intentionally introduced to the image in an attempt to 

disrupt or obscure the embedded watermark. The obtained PSNR and NCC values are relatively 

high, indicating that the image remains resilient against these attacks. However, the NCC values 

show a significant reduction in similarity from the original image, suggesting that with these 

attacks, the watermark becomes difficult to recognize. Then the next attack we have conducted is 

adding speckle noise attack. This is a type of noise characterized by random variations in intensity 

or brightness within an image.  Speckle noise can be intentionally added to the image to disrupt 

the embedded watermark and make it more difficult to extract or detect. This type of noise can 

affect the integrity and visibility of the watermark. Based on the PSNR and NCC values, it can be 

determined that this attack has a relatively milder impact on the image. 

The last attack we have conducted is gaussian noise attack. This attack introduces a normal 

probability distribution to each pixel, which is randomly distributed yet follows a normal 

distribution pattern (Abdulwahed. & Ahmed, 2020), (Khan & Goyal, 2016). The gaussian noise 

attack causes changes in pixel intensities that are randomly distributed, resulting in a fine grainy 

effect evenly spread across the entire image. The obtained PSNR and NCC values are lower than 

those of the original watermark, indicating that the gaussian noise attack cause significant 

degradation in image quality. The low NCC values also suggest that with the gaussian noise 

attack, the watermark becomes difficult to extract. We concluded the experiment by decrypting 

the data contained within the seQuRe and extracting watermark. This was done to ensure that all 

experiments were conducted in alignment with the intended objectives. The results of the data 

decryption are displayed in Figure 18, and the watermark extraction results are shown in Figure 

19. 

 

Fig. 18.  Decryption results 

 

 

Fig. 19.  Extracted watermark 
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The decryption results displayed in Figure 18 demonstrate that the encryption and 

decryption of data encoded in the seQuRe were successfully performed. Meanwhile, the 

watermark extraction results shown in Figure 19 indicate a similarity with the black and white 

watermark image embedded in the innerQR code. This can serve as a tool to verify the authenticity 

of the seQuRe or as an anti-copying feature. 

 

5. Conclusion  

The exploration of seQuRe underscore its pivotal role in enhancing security in digital 

communication through the integration of dual-layer QR codes and invisible watermarking. This 

technology not only facilitates robust encryption mechanism but also supports authentication and 

integrity verification across diverse applications. Its application spans various domains from 

healthcare to retail, proving its versatility and effectiveness. The incorporation of advanced 

encryption standards like AES, along with elliptic curve cryptography, provides a strong defense 

agains potential cyber threats, making seQuRe as a promising solution for securing digital 

transactions and data exchanges. Future work could further refine these techniques, expand their 

applicability, and explore new cryptographic challenges in an increasingly digital world. 
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