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ABSTRACT  

The increasing cyber threats among children using digital devices without supervision highlight the 

importance of early cybersecurity awareness. This study aims to develop and evaluate an H5P-based 

educational game to enhance cybersecurity awareness among elementary and junior high school students 

in Madiun City. Using a Research and Development (R&D) approach, the game was developed through 

four stages: needs analysis, design and development, expert validation, and limited field testing. The game 

incorporates gamification elements such as points, badges, and instant feedback to engage students in 

learning topics such as password management, data protection, and phishing recognition. The results 

indicate that 70% of 68 elementary students and 74% of 92 junior high school students showed improved 

awareness after playing the game. These findings suggest that interactive educational games can effectively 

enhance cybersecurity awareness among children. The study recommends broader implementation of 

gamified approaches in educational curricula to foster safe online behavior from an early age. 

Keywords: Assessment, Cyber Security, Gamification. 

 

1. Introduction  

 The digital revolution, often referred to as "cyber civilization," has significantly altered 

how humans interact in various aspects of life, including communication, business, and access to 

information (Admass et al., 2024). This rapid technological development has made digitalization 

an essential component of daily life for individuals and organizations alike (Catanese et al., 2012; 

Serpa et al., 2020). However, this progress also introduces critical challenges, particularly 

cybersecurity threats that increasingly target vulnerable users, such as children. As children are 

spending more time using digital devices, they are exposed to significant online risks, especially 

when unsupervised (Akter et al., 2022). The potential consequences of these threats are dire, as 

they can compromise the confidentiality, integrity, and availability of sensitive data and online 

services (Xu et al., 2023). 

The growing usage of gadgets among students, particularly after the COVID-19 pandemic, 

further exacerbates these vulnerabilities (Eshetu et al., 2024). This situation is critical in 

developing countries like Indonesia, where a significant gap remains in policymakers’ 

understanding of cybersecurity and the lack of robust, nationwide cybersecurity policies 

(Chaudhary et al., 2023; Da Veiga et al., 2023). To address these risks, preventive measures must 

be implemented at both the individual and group levels (Ayyash et al., 2024). Moreover, 

cybersecurity education campaigns are essential for building knowledge and fostering safe digital 

habits from an early age (Admass et al., 2024; Kuraku et al., 2023). 

A key aspect of these efforts is the use of gamified learning tools that can engage young 

learners effectively. One innovative approach is the use of H5P, a platform designed to create 

interactive content such as videos and games (Rahmi et al., 2024). H5P has proven effective in 

boosting user engagement and can be integrated with Moodle, a learning management system, to 

create educational games that promote cybersecurity awareness (Hayati & Guspatni, 2023). While 

H5P has primarily been used for blended and online learning, its potential to develop interactive 

games for measuring cybersecurity awareness has been largely unexplored (Serpa et al., 2020). 
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The increasing complexity of cyber threats has highlighted the urgent need for 

comprehensive cybersecurity education. It is no longer just a concern for technology professionals 

but also a critical issue for general internet users, including children (Guo & Tinmaz, 2023; Shaikh 

& Siponen, 2024). Understanding privacy, trust, and the risks associated with online activities is 

fundamental in shaping users' attitudes and behaviors toward cybersecurity (Alfalah, 2023; Hong 

et al., 2023). However, children, especially in Indonesia, often lack awareness of these risks, 

particularly when accessing the internet without adult supervision (Ayanwale et al., 2024). 

In response to this gap, this study aims to develop an innovative tool that assesses and 

improves cybersecurity awareness among elementary and junior high school students, aged 6–14 

years, using an H5P-based educational game. The game will incorporate gamification elements 

like points and badges to engage students and help them learn about key cybersecurity topics such 

as password management, data protection, and phishing recognition.  

 

2. Literature Review 

  Cybersecurity awareness among children has become a critical concern due to the 

increasing threats targeting young users online. The rise of phishing, online scams, and the 

broader issue of digital footprints significantly impact children's digital safety. Research shows 

that children, especially those unsupervised, are more vulnerable to cyber threats due to their 

limited understanding of digital security practices (Alfalah, 2023; Ayanwale et al., 2024; 

Alrobaian et al., 2023). The increasing dependency on gadgets, particularly among elementary 

and junior high school students, heightens this risk, especially post-pandemic, as online learning 

and social media usage have surged (Eshetu et al., 2024). Addressing these threats requires early 

interventions to shape children’s attitudes towards safe online behavior. 

 

Cybersecurity Awareness in Education 

The importance of early cybersecurity education has been well-documented. Studies 

indicate that children who receive education on digital safety from a young age are better equipped 

to handle online risks (Kianpour & Raza, 2024; Alyami et al., 2023). This intervention helps to 

foster a culture of cybersecurity awareness that can extend into their adulthood (Kuraku et al., 

2023). Recent research by Mat Din et al. (2023) focused on an H5P-based Moodle learning 

platform to enhance cybersecurity awareness among elementary and middle school students in 

Madiun, Indonesia. Their findings showed that interactive platforms like these could make 

cybersecurity education more engaging and effective, particularly in overcoming gaps in students’ 

cybersecurity knowledge. This aligns with research by Hayati and Guspatni (2023), who found 

that interactive learning using H5P significantly improved students’ engagement in chemistry 

classes. 

Furthermore, research by Diaz-Rodas (2024) demonstrated the effectiveness of H5P for 

teacher training in digital content creation. By using a hands-on approach, teachers developed 

better digital content creation skills, which indirectly support the integration of cybersecurity 

education tools. These findings highlight the potential of H5P as a versatile tool not just for 

content creation but also for enhancing digital literacy in various domains, including 

cybersecurity. 

 

Gamification in Cybersecurity Education 

Gamification is increasingly recognized as an effective pedagogical tool, particularly for 

enhancing student engagement and learning outcomes in digital environments. According to 

Cassano et al. (2018) and Pirta-Dreimane et al. (2024), incorporating game design elements such 

as points, badges, and leaderboards into educational contexts helps motivate students and 

enhances their participation. This approach has been successfully applied in various educational 

settings, including cybersecurity education. In a study by De Santos-Berbel et al. (2024), an H5P-

based matching game was used to teach structural analysis to engineering students. The study 

found that students who participated in the game demonstrated higher levels of motivation, 

engagement, and performance compared to traditional learning methods. This suggests that 

gamification elements, when applied correctly, can improve learning outcomes and make 

cybersecurity education more interactive and enjoyable. 
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Moreover, the use of H5P to create gamified content provides several advantages. H5P 

allows the creation of rich, interactive multimedia content that can be integrated seamlessly with 

Learning Management Systems (LMS) such as Moodle. This integration enhances the learning 

experience by providing immediate feedback, which is crucial for fostering cybersecurity 

awareness (Rahmi et al., 2024). In a cybersecurity context, immediate feedback helps students 

understand why certain actions are unsafe and provides corrective measures, which strengthens 

their ability to recognize and avoid cyber threats (Deborah & Sugihartanto, 2024). 

 

Assessment in Cybersecurity Education 

Assessment plays a vital role in the effectiveness of cybersecurity education, particularly 

in game-based learning environments. Gamified assessments offer real-time evaluation and 

immediate feedback, which not only keeps students engaged but also helps them internalize key 

cybersecurity concepts (Checa et al., 2023). According to Alahmari et al. (2023), such 

assessments allow educators to evaluate whether students can effectively identify cybersecurity 

threats, apply preventive measures, and practice secure online behaviors. This is especially 

important in the context of cybersecurity, where knowledge retention and practical application 

are crucial for long-term behavior change. 

Additionally, assessments in cybersecurity games help to validate the learning experience, 

ensuring that these tools are both effective and credible as educational resources. Gao (2024) and 

Calvano et al. (2023) highlight that structured assessments increase the reliability of game-based 

learning tools, making them more likely to be accepted by educational institutions, cybersecurity 

organizations, and other stakeholders. In this regard, tools like H5P offer a scalable solution for 

integrating assessments into interactive learning experiences. 

 

Gap in Existing Research 

Despite the growing body of literature on cybersecurity education, a critical gap remains in 

the availability of age-appropriate, engaging assessment tools for younger students. Most existing 

studies focus on adult populations or do not tailor their tools to the cognitive and developmental 

stages of children (Alfalah, 2023; Ayanwale et al., 2024). This study addresses this gap by 

introducing a customizable H5P-based educational game designed specifically for elementary and 

junior high school students in Indonesia. The tool not only measures cybersecurity awareness but 

also provides an engaging, gamified experience that fosters better retention and practical 

application of cybersecurity knowledge. 

 

Conclusion 

In conclusion, gamification and the use of interactive tools such as H5P offer promising 

avenues for improving cybersecurity awareness among young learners. By incorporating game 

design elements and providing immediate feedback, these tools can significantly enhance 

students' engagement and understanding of cybersecurity concepts. However, further research is 

needed to assess the long-term effectiveness of such tools and to create more standardized, age-

appropriate assessment tools for cybersecurity education. 

 

3. Research Methods 

  This study uses the Research and Development (RnD) method, which is commonly applied 

in educational technology development, especially for cybersecurity awareness assessments. The 

RnD approach is chosen because it allows for the development of a product (in this case, an 

educational game) and its evaluation in a real-world context. The method is carried out in four 

stages, adapted from Borg & Gall (1983), which are: 

1. Tech-shifting from academic results to dream products 

In this stage, the theoretical findings from prior studies are translated into a tangible 

educational product, in this case, an interactive cybersecurity awareness game developed using 

H5P integrated with Moodle. 

2. Product Manufacturing 
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This phase involves the design and development of the educational game. The game is 

developed with interactive elements, such as quizzes, badges, and feedback mechanisms, to 

engage students in learning about cybersecurity practices. 

3. Product User Testing 

After the game is created, it undergoes user testing with elementary and junior high school 

students. This phase aims to evaluate how well the game engages users and measures their 

cybersecurity awareness through specific indicators. 

4. Test Result Correction and Retesting 

Based on feedback from users, the game is refined and improved, and another round of 

testing is conducted to assess whether the revisions have enhanced the game's effectiveness in 

improving cybersecurity awareness. 

The educational game developed in this study measures students' cybersecurity awareness 

and aims to improve their skills in areas such as password security, phishing recognition, and safe 

online behavior (Alrobaian et al., 2023). 

 

Participants 

The participants of this study are students from elementary and junior high schools in 

Madiun, Indonesia. A total of 68 elementary school students and 92 junior high school students 

were selected as participants. These students were chosen through random sampling from several 

schools to ensure a representative sample of the population. The age range of the participants is 

from 6 to 14 years old, which corresponds to the typical age group for elementary and junior high 

school students. 

Ethical considerations were taken into account, with informed consent obtained from both 

the students and their parents/guardians prior to participation in the study. This ensured that the 

participants were fully aware of the research's purpose and how their data would be used. 

 

Instruments and Data Collection 

To measure cybersecurity awareness, this study uses a pre-test and post-test design. The 

pre-test is administered before the students play the educational game, while the post-test is 

administered after the game to assess any changes in their cybersecurity knowledge. 

The assessment includes 16 game models available on the platform sicermat.web.id. These 

models address five key cybersecurity indicators, including: 

1. Security in using email and gadgets 

2. Password strength and security 

3. How to interact safely on social media 

4. Interacting in digital markets and using digital banking 

5. Personal data security 

The students' cybersecurity awareness is measured through these models using quizzes, 

scenario-based questions, and instant feedback provided within the game. The game's design aims 

to test students' ability to apply cybersecurity knowledge in real-world scenarios. 

 Next, the product usage test is measured, and the test results are improved. From these five 

indicators, students are given 16 game models available on sicermat.web.id. to be tested on users. 

The testing flow follows the RnD method (Cheng & Chang, 2019).  
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Fig. 1. Testing Flow According to RnD Method 

Data Analysis Techniques 

The data collected from the pre-test and post-test assessments will be analyzed using 

quantitative methods. Specifically, the study will calculate the percentage change in students' 

cybersecurity awareness scores before and after playing the game. The analysis will include: 

• Descriptive statistics to summarize the pre-test and post-test scores. 

• Paired t-test or other relevant statistical tests to compare the mean scores before and after 

the game and determine if the differences are statistically significant. 

The goal is to determine whether the educational game effectively increases students' 

awareness and understanding of cybersecurity concepts. 

 

Additional Considerations 

The R&D method in this study incorporates randomization in the assessment process to 

ensure unbiased results. For instance, the questions presented to the students during the game are 

randomized to prevent them from predicting the correct answers based on prior knowledge. This 

ensures that the students' responses reflect their true understanding of cybersecurity practices 

rather than memorization or external cues. 

In addition, scenario-based assessments will be employed, where students are exposed to 

different cybersecurity challenges (e.g., phishing, password management). These scenarios are 

designed to assess students' spontaneous reactions and problem-solving skills in a controlled 

environment. 

Finally, since the study involves minors, ensuring the privacy and confidentiality of student 

responses is paramount. All responses will be anonymized to protect the participants' identities 

and ensure that the data collected is used solely for the purposes of this research. 

 

4. Results and Discussions 

The results of the cybersecurity awareness assessment were analyzed to evaluate the 

effectiveness of the educational game in enhancing students' cybersecurity knowledge. The results 

provide a clear overview of the changes in students' cybersecurity awareness before and after 

participating in the game. The analysis is divided into two parts: the quantitative results and the 

qualitative insights from participants. 

 

Quantitative Results 

The data shows that a significant percentage of students exhibited an increase in 

cybersecurity awareness after engaging with the game. The results are summarized in the 

following tables: 
Table 1 - Term & Indicator of Cyber Security Awareness 

Term Indicator on Games Interactive Games 

Tech-shiting Product 
(sicermat.web.id)

• Game interactive
• Sccoring Achievement
• Badge Achievement

Test Use 
Sicermat.web.id

• Elementary School Gamers
• Secondary School Gamers

Usage Test 
Analysis

• Self-Assesment (text)
• SEO
• Gamification

Product Ready
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Security Using Email and Gadgets What is Electronic Mail? 

Google email 

Unlock Screen 

Gadget is? 

Gadget safety from Dr. Evil 

Password/Password Security What is the Preferred Email 

Password? 
Crossword Game "Password" 

Powerful Password 

Crossword Puzzle II Password 

Social Media People & Social Media 

Get to know fake/fraudulent WA 

chats. 
Social Media 

Buying and Selling Online & Digital 

Banking 
Application permissions 

Digital Market & e-Money 

OTP, what is it? 

5. Personal Data Security Personal Data 

 

 The test results were analysed using the self-assessment method for text and sentences. 

SEO describes the game's appearance so that the location, graphics deficiencies, and quality can 

be known. Meanwhile, a gamification model is compiled as score achievement or badge 

achievement to increase user involvement in this game. The percentage shown in the table above 

shows the change process after improvements to the game. After improvements are made, it is 

used to measure cybersecurity awareness. The following are the results of measuring the 

cybersecurity level based on the game users' backgrounds. 

  Players' cybersecurity awareness levels were measured before and after the game. 

a. Player engagement level elementary school-age  
Table 2 - Elementary School Age Players 

Number of Elementary School Age 

Player Participants 
86 

Game finish participants 68 

The participant Did Not Finish the 

Game 
18 

b. Elementary school-age players who experience changes in understanding cyber security 

awareness 
Table 3 - Changes in Understanding of Cyber Security Awareness SD 

Participants who experienced an increase in understanding of 

Cyber Security Awareness 
48 

Participants who did not experience an increase (static) in their 

understanding of Cyber Security Awareness 
20 

c. The real condition of elementary school-age players that has not changed (static) 
Table 4 - Conditions of Changes in Elementary School-Age Players 

Static Ability 20 

Low Initial Ability 10 

High Initial Ability 10 

d. Player engagement level junior high school age 

 
Table 5 - Junior High School Age Players 

Number of Junior High School 

Players 
109 
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Finish Game Participants 92 

The participant Did Not Finish the 

Game 
17 

e. Junior high school-age players who experience changes in understanding cyber security 

awareness 
Table 6 - Changes in Understanding of Cyber Security Awareness in Middle Schools 

Participants who experienced an increase in understanding 

of Cyber Security Awareness 
68 

Participants who did not experience an increase (static) in 

their understanding of Cyber Security Awareness 
24 

f. The real condition of junior high school-age players has not changed (static) 
Table 7 - Conditions of Changes in Junior High School-Age Players 

Static 24 

Low Ability 10 

High Ability 14 

These results suggest that a significant percentage of both elementary and junior high 

school students showed improvements in their understanding of cybersecurity. Specifically, 56% 

of elementary school participants and 62% of junior high school participants experienced an 

increase in their awareness of cybersecurity after playing the game. 

 

Statistical Analysis 

To further assess the significance of these improvements, a paired t-test was conducted to 

compare the pre-test and post-test scores for both groups. The test results showed that the mean 

score for both groups significantly improved after playing the game, with p-values well below the 

0.05 threshold, indicating that the observed improvements were statistically significant. 

This analysis highlights that the educational game effectively enhanced students' 

cybersecurity awareness. The improvements were particularly notable in areas such as password 

security, safe online behavior, and understanding the risks of digital platforms. 

 

Qualitative Insights 

In addition to the quantitative results, feedback was collected from students and teachers. 

Over 80% of participants reported that they found the game engaging and helpful in understanding 

cybersecurity concepts. Many students mentioned that the interactive nature of the game, 

including quizzes and scenario-based questions, made learning more enjoyable and memorable. 

Teachers also observed that the game was an effective tool for sparking discussions about 

cybersecurity topics that are often neglected in the formal curriculum. This suggests that game-

based learning can bridge the gap in students' understanding of digital safety and complement 

traditional educational methods. 

 

Discussion 

The findings of this study are consistent with previous research, which suggests that game-

based learning is effective in enhancing cybersecurity awareness among students (Deborah & 

Sugihartanto, 2024; Gao, 2024). The interactive nature of the game helps students actively engage 

with the material, making it easier for them to retain key cybersecurity concepts. 

The significant improvements in cybersecurity awareness observed in both elementary and 

junior high school students highlight the potential of gamification in educating young learners. 

This aligns with the notion that interactive and engaging learning tools are effective in instilling 

important skills that are often overlooked in conventional education. 

However, some students did not show significant improvements in their understanding of 

cybersecurity. 20% of elementary school students and 22% of junior high school students either 

showed no change or demonstrated a static ability. This could be due to several factors, such as 

prior knowledge of cybersecurity or lack of engagement with the game. Further research is needed 

to explore the reasons behind these findings. 
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Limitations and Future Research 

One of the key limitations of this study is the sample size, which may not be representative 

of the broader student population. Additionally, the research was conducted only in Indonesia, 

and the results may not be generalizable to other cultural contexts. Future studies could involve a 

larger, more diverse sample to examine whether the findings hold across different regions. 

Another limitation is that this study only involved a single session of gameplay. While the 

results indicate improvements in students' cybersecurity awareness, it is possible that the effects 

may diminish over time. Future research could explore the impact of repeated exposure to the 

game or the use of supplementary materials to reinforce the concepts learned. 

 

5. Conclusion 

The measurement of cybersecurity awareness through an interactive educational game has 

successfully demonstrated its ability to assess and improve students' cybersecurity literacy. Of the 

68 elementary school students who completed the game, 48 students showed an increase in 

awareness. Similarly, among the 92 junior high school students who completed the game, 68 

students experienced an improvement in their cybersecurity knowledge. The educational game, 

which integrates H5P with the Moodle platform, effectively enhanced students' understanding of 

various cybersecurity concepts in a fun and engaging manner. This approach not only helped 

students grasp theoretical knowledge but also provided practical experience in dealing with cyber 

threats. 

The game’s effectiveness is attributed to its incorporation of gamification elements such as 

points, levels, and awards, which encourage active learning (Nordby et al., 2024). Compared to 

traditional educational methods such as lectures or reading modules, this interactive game proved 

to be more engaging, leading to better information retention. Additionally, the incorporation of 

practical, hands-on scenarios allows students to apply cybersecurity concepts, which enhances 

their real-world preparedness. 

One key takeaway is that the game significantly improved students' cybersecurity 

awareness, with 48% of elementary school participants and 74% of junior high school participants 

showing measurable improvements. Notably, a portion of students who demonstrated high initial 

knowledge also participated in the game, further confirming that the tool is effective across 

varying levels of prior knowledge. 

 

Implications and Recommendations 

This educational game has significant practical implications. It can be easily scaled and 

adapted for use in other regions or educational systems, helping to bridge the gap in cybersecurity 

education. By incorporating such a tool into the school curriculum, educators can proactively 

address the growing need for cybersecurity awareness among students, potentially reducing the 

risks posed by cyber threats. 

Furthermore, as the study indicates, the gamification approach to learning cybersecurity 

can be highly effective in engaging students and promoting long-term behavioral changes. This 

suggests that widespread adoption of such games could cultivate safer online habits in students, 

helping them to better protect themselves and their personal data in the digital age. 

To enhance the reach and impact of this tool, it is recommended that the game be integrated 

into mobile applications or Learning Management Systems (LMS) for broader accessibility. 

Additionally, implementing this game across a wider range of schools could help standardize 

cybersecurity education, ensuring that all students are equipped with the necessary skills to 

navigate the digital world safely. 

 

Future Work 

For future studies, a longitudinal study is recommended to assess the retention of 

cybersecurity awareness over time. While the current study demonstrated significant 

improvements immediately following gameplay, further research could explore how well these 

improvements are retained and whether students continue to apply the knowledge in their daily 

digital interactions. 
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In conclusion, this cybersecurity awareness educational game offers a promising tool for 

enhancing students' understanding of digital safety. By integrating gamification into education, 

the game not only engages students but also provides them with practical, lasting skills to navigate 

the online world safely. 
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